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System for processing an information signal 



The invention relates to a system for processing an 



information signal, comprising a system for scrambling- the 
information signal and at least one system for descrambling 
the scrambled information signal. The invention further re- 
lates to a system for scrambling an information signal, a 
system for descrambling a scrambled information signal, and 
to applications of these systems. 



signal is compressed and then the compressed information 
signal is scrambled to protect the information signal 
against unauthorised copying. For obtaining the clear infor- 
mation signal, the scrambled compressed information signal 
is first descrambled and thereafter decompressed. However in 
the available systems wherein the clear information signal 
is provided by descrambling and decompressing, it is rela- 
tively easy for an unauthorised person to copy the descram- 
bled information signal which is still compressed. In this 
manner a clear compressed copy of the information signal be- 
comes available to an unauthorised person. This is a serious 
disadvantage of the known systems. 



terns of the above-mentioned type, wherein protection against 
copying of the information signal is significantly improved. 



an information signal is provided, comprising a system for 
scrambling the information signal and at least one system 
for descrambling the scrambled information signal, said 
scrambling system comprising means for analysing the entropy 
distribution of the information signal, means for scrambling 
the information signal in dependence on the entropy distri- 
bution of the information signal to provide a scrambled in- 
formation signal having an entropy distribution correspond- 
ing with the entropy distribution of the information signal 



In known systems of this type the clear information 



The present invention aims to provide improved sys- 



According to the invention a system for processing 
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and means for compressing the scrambled information signal, 
said descrambling system comprising means for decompressing 
the compressed scrambled information signal, means for de- 
scrambling the scrambled information signal to provide the 
5 information signal. 

The invention is based on the insight that it is 
possible to use existing compressing techniques on a scram- 
bled information signal provided that the entropy distribu- 
tion of the scrambled information signal is not signifi- 
10 cantly changed with respect to original information signal. 
By analysing the information signal to determine the entropy 
distribution the scrambling can be carried out such that the 
entropy distribution is hardly changed. Although the infor- 
O mation in the scrambled signal will generally not be hidden 

15 completely, the quality of the scrambled signal will be such 
p that it cannot be used without descrambling. 

^ The invention further provides scrambling and de- 

s a-: 

"yj scrambling systems operating according to the same princi- 

ui pie, and applications of these systems. 

20 The invention will be further explained by refer- 

ence to the drawings in which some embodiments of the dif- 
Yj ferent systems of the invention are schematically shown, 

p Fig. 1A and IB show a block diagram of a first em- 

bodiment of the system for processing an information signal 
25 according to the invention. 

Fig. 2A and 2B show a block diagram of an embodi- 
ment of the invention used for scrambling and descrambling 
an audio signal . 

Fig. 3 shows an application of the system of the 
30 invention for audio distribution over the Internet. 

Fig. 4 shows an application of the system of the 
invention for information broadcast over the Internet. 

Fig. 5 schematically shows an application of the 
invention in DVD-players. 
35 Referring to fig. 1A and IB there is shown a system 

for processing an information signal, which system comprises 
a system 1 for scrambling the information signal (Fig. 1A) 
and at least one system 2 for descrambling the scrambled in- 
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formation signal (Fig. IB). Although only one descrambling 
system is shown in Fig. IB the system may include a number 
of such descrambling systems. The scrambling system 1 com- 
prises an analyser or means for analysing 3 receiving the 
information signal to be compressed from an input 4. The 
analyser 3 analyses the information signal to determine the 
entropy distribution of this signal. In case of an audio 
signal for example, the analyser 3 may include a number of 
narrow band filters as will be described hereinafter. The 
scrambling system 1 further comprises generating means 5 for 
generating a noise signal. In the embodiment described this 
generating means is made as a white noise generator, for ex- 
ample a pseudo random signal generator. This noise generator 
5 receives a key from a control unit 6. The control unit 6 
receives information on the entropy distribution from the 
analyser 3 and provides scrambling control information to a 
processor 7 which receives the noise output signal from the 
noise generator 5. The scrambling control information con- 
trols the processor 7 in such a manner that the processor 7 
provides a noise signal on an output 8 having an entropy 
distribution corresponding with the entropy distribution of 
the information signal received on the input 4. The informa- 
tion signal is scrambled by combining this information sig- 
nal with the processed noise signal on the output 8 in a 
scrambler 9. The scrambler 9 may include a simple adding or 
subtracting operation . 

The scrambler 9 provides a scrambled information 
signal on an output 10 to a compressor 11. The compressor 11 
may operate according to any suitable compression algorithm 
and provides a compressed scrambled information signal on an 
output 12. The scrambled compressed information signal can 
be transferred to the descrambling system 2 in any known 
manner, for example over the Internet, by broadcasting or 
stored on a suitable medium, such as a tape or CD. 

The scrambling system 1 described shows the advan- 
tage that the scrambled output signal of the scrambler 9 has 
an entropy distribution corresponding with the entropy dis- 
tribution of the information signal received on the input 4. 
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In this manner the entropy distribution of the information 
signal is not changed by the scrambling operation so that 
any compression algorithm which is able to compress the 
clear information signal will be able to compress the scram- 
bled information signal with substantially the same effec- 
tiveness . 

The control unit 6 provides a key and entitlement 
file on an output 13, which file can be scrambled using a 
suitable scrambling algorithm, known per se. For scrambling 
the key and entitlement file, a private key of the descram- 
bling system 2 is preferably used. The key and entitlement 
file can be transferred to the descrambling system 2 in any 
suitable manner. 

The descrambling system 2 comprises a decompressor 
14 receiving the compressed scrambled information signal 
from an input 15 of the descrambling system 2. The decom- 
pressor 14 may operate according to any suitable decompres- 
sion algorithm. Within one system the same compression / de- 
compression algorithm will be used. The decompressed output 
from the decompressor 14 is provided to a descrambler 16 
which provides the clear information signal on an output 17 
of the descrambling system 2. The descrambler 16 receives a 
descrambling signal on an input 18 and for providing this 
descrambling signal, the descrambling system 2 is provided 
with the following devices. 

As shown in fig. IB, a control unit 19 is provided 
receiving the key and entitlement file and scrambling con- 
trol information from the scrambling system 1. The key and 
entitlement file are forwarded to a secure device 20 which 
is tamper proof and can be a smart card for example. The se- 
cure device 20 comprises a noise generator 21 generating 
white noise. The noise generator 21 is made as a pseudo ran- 
dom noise generator corresponding to the pseudo random sig- 
nal generator 5. The key received from the scrambling system 
1 is used as a seed for this noise generator 21. In this 
manner the output noise signal of the generator 21 corre- 
sponds with the output noise signal of the generator 5. The 
output noise signal of the generator 21 is provided to a 
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processor 22 which is controlled by the scrambling control 
information received from the scrambling system 1 to process 
the noise output signal to provide a processed noise signal 
on an output 23 corresponding to the processed noise output 
signal of the processor 7 and therefore having an entropy 
distribution corresponding with the entropy distribution of 
the clear information signal. 

In the preferred embodiment shown in fig. IB, the 
processed noise signal on the output 23 is further processed 
in an egualiser 24 to compensate for any alterations in the 
scrambled information caused by the compression and decom- 
pression operations. Any alterations by the compression and 
decompression operations will also affect the scrambling 
signal included in the scrambled information signal, so that 
the processed noise signal provided by the processor 22 
should be compensated for these alterations. In this manner 
the descrambling operation will be improved. The thus ob- 
tained descrambling signal is combined with the decompressed 
output from the decompressor 14 in the descrambler 16 which 
provides the clear information signal. 

Although in the embodiments described above and 
hereinafter, respectively, a compressor 11 and decompressor 
14 are included in the scrambling and descrambling system, 
respectively, it is noted that compressing and decompressing 
can be carried out in separate devices or steps. 

The descrambling system 2 described will generally 
be part of a consumer electronic device or a PC. The de- 
scrambling system 2 shows the advantage that only a decom- 
pressed clear signal is available in the consumer device or 
PC. Unauthorised distribution of compressed files would re- 
quire recompression before such files can be stored or re- 
distributed across a network, for example. A major advantage 
is further that the noise generator 21 is included in the 
secure device 20 and that a high bandwidth noise signal is 
provided as an output signal. This makes redistribution of 
this noise signal extremely difficult in comparison to re- 
distribution of the key used as a seed for the noise genera- 
tor 21. 
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According to a preferred embodiment, protection 
against unauthorised copying of the information signal can 
be further increased by providing the secure device 20 with 
a processor 25 adapted to add a watermark signal to the out- 
put of the noise generator 21. The watermark signal may be 
obtained by combining a pseudo random sequence with a iden- 
tification sequence. Any parts necessary to generate those 
sequences are deemed to be comprised in the processor 25. 
The watermark signal will be part of the descrambling signal 
provided to the descrambler 16 so that this watermark signal 
will be part of the clear information signal on the output 
17. If the output signal would be recompressed, and this re- 
compressed signal would be used for unauthorised copying or 
redistribution, the secure device 20 used for this purpose 
can be traced by means of the watermark signal. Regarding 
the manner in which a watermark signal can be added, refer- 
ence is made to a co-pending application of the same appli- 
cant which is incorporated herein by reference. 

A further protection against copying can be ob- 
tained by using the processor 25 of the secure device 20 to 
add a compression hindering signal to the noise output of 
the noise generator 21. This compression hindering signal 
will then be part of the descrambling signal used by the de- 
scrambler 16 and will be inserted in this manner into the 
information signal on the output 17. The compression hinder- 
ing signal for example inserts noise into the information 
signal which will not affect the quality of the information 
signal. It will however significantly affect the compression 
algorithms to effectively compress the information signal. 

In case of digital information signals a further 
protection against unauthorized copying could be added as 
follows. The descrambling system 2 can be provided with 
means for converting the decompressed but still scrambled 
signal from digital into analogue. Further, means for con- 
verting the descrambling signal from digital into analogue 
are provided. The thus obtained analogue scrambled signal 
and descrambling siganl are combined in the descrambler 16 
to obtain a clear analogue information signal. 
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Figs. 2A and 2B show an application of the system 
of the invention as generally described above for scrambling 
and descrambling audio signals. Fig. 2A shows the scrambling 
system which in the embodiment shown is adapted to operate 
on digital audio signals. However, the system can be imple- 
mented in the same manner for analogue audio signals. The 
scrambling system 1 comprises a plurality n of narrow band 
filters 26 corresponding to the analyser 3 of the system 
shown in fig. 1. The narrow band filters 26 each provide in- 
formation on the signal strength in the respective bands to 
the control unit 6. The noise generator 5 provides an output 
signal to a further plurality n of narrow band filters 27, 
wherein the control unit 6 enables only those filters corre- 
sponding to the narrow band filters 26, the outputs of which 
indicated a signal strength in the audio signal. The gain of 
each of the band filters 27 is adjusted by the control unit 
such that the noise output signal strength corresponds with 
the signal strength in the corresponding band of the audio 
signal. The outputs of the band filters 27 are summed to 
provide the scrambling signal as shown by block 28. The 
scrambling signal is combined with the audio signal in 
scrambler 9 and the output of scrambler 9 is compressed by 
compressor 11 . 

The descrambling system 2 is only partially 
shown in fig. 2B and comprises a plurality of narrow band 
filters 29 corresponding to the narrow band filters 27. The 
noise generator 21 corresponds with the noise generator 5 of 
the scrambling system and is seeded by the key received from 
the scrambling system 1. The control unit 19 receives the 
scrambling control information from the control unit 6 and 
enables the same filters 29 in the descrambling system 2 as 
the filters 27 enabled by the control unit 6. The gain of 
the enabled filters 29 is adjusted accordingly. In this man- 
ner the descrambling signal is made by combining the outputs 
of the filters 29 as indicated by the block 30. The descram- 
bling system 2 for audio signals further fully corresponds 
with the system shown in fig. 1. 

The system shown in fig. 1 can also be used in case 
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of still images or video signals. In case of still images, 
the JPEG compression algorithm can be used for example. Ac- 
cording to this algorithm an image is divided into blocks of 
8x8 pixels . A discrete cosine transform (DCT) is performed 
on each block. The DCT results in a set of coefficients that 
are completely orthogonal to each other. The analyser 3 can 
be adapted to analyse the entropy distribution of DCT sets 
of coefficients. Further the generator 5 is adapted such 
that noise is generated in a two-dimensional space and the 
information provided by the analyser 3 is used to adjust a 
set of filters to obtain noise having a signal strength cor- 
responding to the significant coefficients in the DCT sets 
of coefficients. Thereafter the thus obtained scrambling 
signal is combined with the DCT sets of coefficients, where 
after the JPEG algorithm can still be used to compress the 
scrambled signal . The descrambling system operates in a cor- 
responding manner to descramble and decompress the com- 
pressed scrambled signal. 

In typical implementations of video encoding a 
still image is utilised as a base. A reference frame is 
coded using a still image compression scheme, for example 
the I-frame in the well-known MPEG2 compression algorithm. 
Scrambling and descrambling of this reference frame occurs 
in the same manner as described above for a still image. 
Successive frames are compressed using the previous frame as 
a reference frame. In the MPEG2 compression algorithm, 
blocks of the next frame are compared with the reference 
frame and any part of the reference frame that provides the 
best match is then used as the reference block. The differ- 
ence is then coded. A vector is also defined which indicates 
the position of the reference block with respect to the 
block being coded. The differences between the two frames 
are computed and a DCT is performed on the differences and 
the DCT coefficients are compressed. 

According to the invention noise can be added to 
all or a plurality of blocks in a first or reference frame 
and this noise needs to be propagated into future frames 
such that the difference coding remains intact. This means 
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that at the descrambling system side noise used as descram- 
bling signal needs to be reused as descrambling signal for 
future blocks. Further scrambling and descrambling can be 
performed on the next blocks by adding noise to the differ- 
ence DCT information, wherein as in the described examples 
the noise added must have the same entropy ditribution as 
the difference DCT information. 

It will be understood that the JPEG and MPEG algo- 
rithms and DCT are mentioned as examples only, and should 
not be explained as limitinhg the invention to such exam- 
ples . 

It is noted that the scrambling control information 
provided by the control unit 6 can be transfered as a sepa- 
rate file to the descrambling system 2 . As a preferred al- 
ternative the scrambling control information can be included 
into the information signal as a type of header or the like, 
wherein the scrambling control information is modulated to 
bring this signal in the same frequency band as the informa- 
tion signal. 

In the above described embodiments an equaliser 24 
is used to compensate for the effects of the compression and 
decompression. This means that this equaliser actually re- 
plicates the transfer function for the process that the in- 
formation signal undergoes. Depending on the circumstances 
it can be complicated to determine the transfer function by 
measuring the impulse response of this process. In the des- 
cribed system of the invention this problem is solved by in- 
cluding an impulse in the beginning of the information sig- 
nal. The impulse is not scrambled and undergoes the same 
compression and decompression steps as the information sig- 
nal. The control unit 19 uses the thus obtained impulse re- 
sponse for the compression and decompression to model the 
transfer function provided by the equaliser 24. As an alter- 
native a sequence of sine waves covering the frequency bands 
of interest can be included in the information signal. Again 
the control unit 19 can measure the attenuation and phase 
shift of the sine waves received to determine the impulse 
response of the system. 
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These examples show that by adding a known signal 
to the information signal the control unit 19 can measure 
the impulse response and can adjust the equaliser 24 such 
that the equaliser replicates the transfer function so that 
5 the regenerated scrambling signal in the descrambling system 
will correspond with the scrambling signal in the scrambling 
system. 

The same technique can be used in case of a system 
for still images or video signals. In case of still images a 
10 black band is added to one side of the image. In one block 
of the black band an impulse is inserted into the middle of 
the block. The impulse response can be determined by the 
control unit by checking the pixels around the pixel corre- 

□ sponding to the impulse inserted. In case of video the same 

JSC. 

15 technique as for still images can be used. As an alternative 

□ a black frame could be inserted in the sequence of frames. 
In the middle of this black frame an impulse can be in- 
cluded. The control unit can check the pixels of the black 
frame around the impulse pixel to determine the impulse re- 

20 sponse. 

By way of example some applications of the system 
of the invention described are shown in figs. 3,4 and 5. 

Fig. 3 shows an application for distribution of 
audio signals over the Internet. Although at this moment it 
25 is already possible to download MP3 audio files from the 
Internet, the software industry is very reluctant to make 
available MP3 compressed audio files as in compressed form 
audio piracy will be trivial and wide spread using the 
Internet as distribution means. For example someone could 
30 legitimately buy an MP3 audio track and distribute the same 
using E-mail. Even if the compressed audio file is en- 
crypted, pirate software programs to decrypt the content 
could become avaiilable, where after it will be possible to 
store the clear compressed file for later distribution. 
35 These disadvantages of the use MP3 or otherwise compressed 
audio files can be overcome by using the system of the in- 
vention in an application as shown in fig. 3. 

It will be understood that although only one con- 
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sumer PC 31 is shown in fig. 3, any number of PC's can be 
part of the system, wherein each PC corresponds with one de- 
scrambling system 2 of fig. 1. It is assumed that the re- 
quired decompressing and descrambling software is installed 
on the PC 31. This software can for example downloaded from 
the Internet. The consumer using the PC 31 can visit a web 
site for buying one or more specific audio files. The web 
site is running on a web server 32 and an audio file server 
33 , a key and entitlement server 34 and billing system 35 
are connected to the web server 32. The web server 32, audio 
file server 33 and key and entitlement server 34 together 
provide the scrambling system 1. Although in the embodiment 
shown in fig. 3, a billing system is used, this is not nec- 
essary and the system can also be used in an embodiment 
without billing system, wherein the consumer is charged in 
another manner or not charged at all for the downloaded 
audio files. 

When the consumer has made a selection and con- 
firmed the purchase made in any suitable manner, the com- 
pressed scrambled audio file and the key and entitlement 
file are transferred to the PC 31 of the consumer. The audio 
file is stored on hard disc or any other storage media con- 
nected to the PC 31. The entitlement and key file is loaded 
into the secure device 20 connected to the PC 31. The key 
and entitlement file is for example encrypted using a key 
unique to the secure device 20 of the corresponding con- 
sumer. The consumer can now replay the audio file as long as 
the secure device is connected to the PC. 

If this consumer would try to distribute the com- 
pressed audio file and the key and entitlement file, the 
audio file will still be scrambled and the key and entitle- 
ment file which is specific to the secure device 20 of this 
specific consumer, will be rejected by any other secure de- 
vice . 

The entitlement provided to the consumer can con- 
tain different entitlements, such as for example play once 
only, play for a limited period of time or a free sample 
play. Further, a possibility in the entitlement file could 
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be "anonymous ownership" allowing entitlements and keys to 
be exchanged between secure devices using secure protocols. 
The entitlement can be such that only one secure device at a 
time is allowed to have the entitlement and key. Further it 
5 is possible to have an entitlement for group ownership. In 
this case a consumer could be allowed to play the audio file 
on a number of audio players owned by this consumer. 

If the user of the PC 31 would send a copy of the 
decompressed audio file to someone else, it will be neces- 
10 sary to recompress the audio file. This will significantly 

increase the time and effort to make a copy and by using the 
above-described embodiment of the secure device 20, wherein 
a watermark signal is added to the descrambling signal, the 
O copy can be traced to the secure device 20 used for descram- 

fjl 15 bling the audio file. Further in case also the compression 
□ hindering signal is added to the descrambling signal, the 

Ll~ quality of the new copy will be significantly decreased pre- 

yj venting unauthorised distribution. 

yi| Fig. 4 shows another application of the system of 

x- 

p 20 fig. 1 for broadcast on the Internet- It is noted that the 

s i same principle can be used in other types of broadcast net- 

is 1 

f[ works. 

p If in the system shown in fig. 4 the PC 31 has 

tuned on a specific broadcast signal, key and entitlement 

2 5 files are broadcast from the key and entitlement server 34 
to the PC 31 and the key and entitlement files are loaded 
into the secure device 20. The secure device 20 generates 
the descrambling signal in synchronisation with^the com- 
pressed and scrambled video files received from the video 

30 file server 36, which files can either be provided in real 
time or be stored on a suitable storage medium- 
It is essential that the key which is used to gen- 
erate the descrambling signal, never appears in the clear. 
The noise signal provided by the secure device 20 has a 

35 large bandwidth, similar to that of the decompressed data, 

as explained above. Any rebroadcast of the descrambling sig- 
nal by a pirate can be traced to the corresponding secure 
device 20 due to the watermark signal added to the descram- 
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bling signal. In this manner the pirate can be quickly 
traced and the secure device 20 can be disabled. Rebroad- 
casting of the video content is neither possible as it is 
not provided in a clear compressed form. Rebroadcasting 
would require recompressing the content which will be hin- 
dered by adding the compression hindering signal and the re- 
broadcasted signal can be traced by the watermark signal. 

Fig. 5 shows an application of the system of fig. 1 
to prevent unauthorised copying of video discs or DVD's. The 
same principle can be used to prevent unauthorised copying 
of audio CD' s . 

In particular with respect to DVD's, software in- 
dustry is concerned about the protection of the video con- 
tent. The current mechanisms for copy protection are ex- 
tremely weak, in particular when a DVD player is coupled 
with a PC. Basically, all conventional mechanisms rely on 
the player being tamper resistant to be effective. In prac- 
tice a DVD player is not tamper resistant. The disadvantage 
of the current copy protection mechanisms can be overcome by 
applying the system of the invention, for example in an ap- 
plication as shown in fig. 5. 

A DVD player 36 is made such that the player 36 can 
be coupled with a secure device 20. The DVD player 36 and 
secure device 20 together provide a descrambling system 2. 
When a consumer purchases a new DVD, the consumer provides 
the secure device serial number to the point of sale 37. The 
point of sale 37 contacts an authorisation centre 38 and 
this centre 38 generates a key and entitlement file which is 
transferred to the DVD player and stored in secure device 
20. The DVD contains the video information in compressed 
scrambled form. Once the key and entitlement file is down- 
loaded into the secure device 20, replay of the content is 
possible as described above. According to the example of 
fig. 5, the key and entitlement file is downloaded over the 
Internet. It is of course possible to transfer the key and 
entitlement file in any suitable manner to the player 36, 
for example via a modem connection or a floppy disc or the 
like. The DVD's and key and entitlement files are provided 
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by using a scrambling system 1 as described above. 

It will be clear that the invention provides an im- 
proved copy protection which can be used in various applica- 
tions. Although in the embodiments described and in the 
drawings separate parts of the systems are mentioned and 
shown, it will be clear that the systems described can be 
implemented by means of PC's or other microprocessor based 
systems in combination with suitable application programs. 

The invention is not restricted to the above de- 
scribed embodiments which can be varied in a number of ways 
within the scope of the following claims. 



